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Abstract- The danger of damage to information data, even 
considering a whole range of measures aimed at 
strengthening their protection, is constantly increasing. 
However, video data streaming in digital format remains 
the most critical problem. The combination of these factors 
necessitates detailed estimation of all existing information 
and solutions related to information security. In addition, 
it is necessary to conduct a number of comprehensive 
studies to improve the level of protection against the 
influence of various distortions and to develop practical 
tools that can implement full protection of broadcast video 
data under the influence of various attack options in 
practice. This work aims to retrofit the tools of the video 
data protection system from possible negative impacts, and 
to develop tools that improve the degree of stability of the 
video data integrity protection system. Solutions to a 
whole range of essential problems related to the 
justification of the optimal structure of the system that 
organizes the video data protection, and its mathematical 
formalization are proposed. The outlines of promising 
solutions regarding the creation of the main components of 
protection systems that ensure the video data integrity 
from certain negative impact were determined. A detailed 
justification for the formulation of the problem of creating 
a promising model capable of organizing a full-fledged 
video data protection system is given. The scientific 
novelty of this research lies in the fundamentally novel 
model developed by the authors, which is capable of 
organizing the video data protection, relying on the 
achievements of modern steganography. Its structure 
includes several modules and is capable of taking on 
numerous configurations in accordance with the goals set, 
and physical conditions. The author’s model can calculate 
the increase in the degree of reliability of the protective 
system from the danger posed by random and targeted 
distortions. 

 
Keywords: Video Data Broadcasting, Degree of Video 
Data Protection, Broadcast Video Data Protection, Video 
Protection Model, Video Streaming Estimation. 

 
1. INTRODUCTION 

Currently, the number of works devoted to the 
improvement and use of intelligent video monitoring 

systems and analysis of streaming video data in completely 
different subject areas is increasing [1]. Broadcasting 
video data on any modern network is one of the key 
components of information stream for most multimedia 
applications. This category includes various complexes 
that conduct surveillance and monitoring, video telephony, 
systems for recording and broadcasting huge amounts of 
video data; individualized television broadcasting, etc. [1]. 
Nowadays, the majority of video systems rely on 
streaming video data displayed in digital format. 
Moreover, the popularity of this range of services is 
growing daily. At the same time, the interest shown in this 
area, and the significance of the broadcast video data, lead 
to an increase in possible and very real dangers. They can 
come from external attackers (imitation of sending any 
messages; distortion of their meaning, visual sending of 
them to some recipients and actual sending to others), and 
from internal ones [2]. Entire streams of video data, and 
some ordered chains of frames, regular frames, frame 
contents, the totality of which constitutes groups of frames, 
can act as objects that are at risk of such a danger. At the 
same time, the category of attacks on the information 
content of frames poses the greatest difficulty, because in 
this case it is semantic content of video data that is attacked. 

To organize full-fledged protection from such a danger 
to video data streams broadcast on the network, a number 
of highly specialized information systems that ensure the 
necessary confidentiality (resistance to targeted or 
unintentional influence) of publicly available video data 
broadcast on the network are being created and gaining 
popularity [3]. Alongside with this, even considering the 
growing popularity of these designs, the likelihood of a 
targeted and, of course, negative impact on computing 
equipment poses a serious threat today. Moreover, the 
almost continuous improvement of existing technologies 
in this area only increases the risk of causing serious harm 
or deletion of data, even despite the enormous costs 
allocated for their protection. The combination of these 
factors determines the relevance of this research. Its 
relevance is formed by estimating comprehensively 
experience and practical achievements in this area, 
creating information data protection systems, and solving 
problems associated with the development of effective 
protective tools. 
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Regarding the relevance of the area under 
consideration, the purpose of this research is to retrofit the 
tools of the video data protection system from possible 
negative impacts, and to develop tools that improve the 
degree of stability of the video data integrity protection 
system. It is necessary to develop a solution to many 
questions related to the justification of the optimal model 
capable of organizing the video data protection and 
formalizing it mathematically. 
 

2. LITERATURE REVIEW 
Currently, a wide variety of techniques are presented 

that can provide the proper level of video data protection 
[4, 5]. Using these techniques, various security systems are 
developed and implemented directly, involving the 
broadcast of senders and recipients’ basic data [6]. For this 
reason, senders and recipients may or may not coincide, 
and the probability of such coincidence is definitely 
greater than the specified one. A number of studies are also 
being conducted to improve basic hybrid system, which 
successfully combines majority of advanced techniques. 

Thus, most symmetric systems can guarantee increased 
resistance to errors of broadcasting channels [7]. 
Moreover, they can provide protection from danger that 
comes only from external attackers. The required level of 
protection, from both types of attackers, is guaranteed by 
most asymmetric systems, although the implementation of 
this category of systems is highly complicated. The 
technology that ensures the video data integrity is capable 
of detecting targeted forms of distortion using a family of 
information characteristics of video data, or using 
identifiers set on the broadcasting side and then verified by 
the receiving side. At the same time, it is worth paying 
attention to “active” techniques based on content, 
steganography [8, 9], cryptography [10], and their 
combinations [11]. These techniques can guarantee the 
proper level of protection against targeted threats. 

Techniques that effectively control video data streams 
have become very popular and widespread today. They 
represent ordered chains of operations that convert 
broadcast files characterized by arbitrary dimensions [12-
14]. Their classification is shown in Table 1. The 
methodology under consideration makes it possible to 
assess the level of negative impact with regard to various 
characteristics. However, the use of convolution functions 
can guarantee a better level of protection for specified 
video segments, for example, along the borders of images. 
Moreover, the possibility of creating a two-level protective 
system opens up. Convolution functions will be located on 
the first level, and DWM sections, which are created using 
hash codes, will be located on the second level. Thus, if a 
targeted negative impact occurs, the noise-resistant hash 
code will first be distorted, after which the digital 
watermark will be modified. 

Considering the type of transformations, and the main 
characteristics, we can distinguish several noise-resistant 
convolution functions based on special wavelet 
transformations [20]; based on single analysis; based on 
Fourier transforms [21]; based on Radon transforms [22, 
23]; and using a number of statistical data in coding. The 

essence of the most methods for creating a contour of 
identifiers, and options for their broadcasting to the 
addressee, tested during the creation of a system that 
ensures information security of video data, is shown in 
Tables 2 and 3. 

 
Table 1. Classification of basic techniques enabling to create special 

functions that can control various video data 
 

Specifics of using convolution functions Classes that combine 
convolution functions 

This category of functions can provide full-
fledged control over video data without 

using text files. However, if the size of the 
files in question changes even slightly, this 

can change most of the generated hash 
code. 

Common convolution 
functions [15] 

This category of features is designed to 
protect video data segments that may be 
accidentally distorted by processing. The 

created hash code may change 
insignificantly when performing permitted 
procedures for processing video data and 
significantly when exposed to a targeted 

negative impact. 

Noise-resistant 
convolution functions 

[16] 

These techniques are designed to protect 
video data segments after deformation of 
the main hash code. While estimating the 
nature of the destruction, a conclusion is 

made: this is a targeted negative impact, or 
the result of permitted operations. 

List of convolution 
functions in which their 

hash codes can be 
deformed by distortions 
when broadcast using 

digital watermarks 
(DWM) [17-19] 

 
Table 2. Methods for creating identifiers capable of classifying negative 

impacts on the network video data streaming 
 

Identifier specifics Method for creating 
an identifier 

Identifiers (“fragile” ones) provide message-
free security. At the same time, targeted or 

natural insignificant changes to the created EDS 
identifier can lead to the collapse of the security 

system, and there will be no confirmation of 
integrity. This category of identifiers is 

characterized by relatively low resistance to 
negative impacts of a random nature. The 
majority of systems created using these 

identifiers are uncapable of assessing the video 
data integrity, which is necessary to organize 
protection against imposition of video data on 

an established recipient. 

Electronic digital 
signatures (EDS) 

developed by 
cryptographic 
convolution 

functions [24] 

The creation and use of these techniques is 
necessary to increase the EDS durability. 
However, identification complexes with 
acceptable errors are of greatest interest. 

An option of coding 
that is resistant to 
various distortions 

(message, EDS) [25] 
Development of “semi-fragile” identifiers is 
underway. They are built on a list of single 

identifiers. 
This version of identifiers is longer, which 

ensures a high percentage of non-identification 
of the negative impact of relatively “fragile” 

identifiers, but with increased reliability. 

A technique based 
on the scheme 
proposed by 

Johanson and 
adapted to protect 

video data [26] 

 
Currently, protection from various negative impacts is 

provided by the use of techniques based on cryptographic 
algorithms. For example, a universal method of an EDS-
based security system, which has such advantages as 
universality, conditional independence from the dimension 
of messages, a fairly high degree of security, etc. [27]. At 
the same time, a protection system created on the basis of 
this technique will be characterized by a low degree of 
resistance to the accidental negative impact of the 
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protected data, and the identifiers used, since the technique 
itself will not satisfy such a condition as the immutability 
of messages and identifiers. Moreover, the EDS 
dimensionality does not provide the possibility of using 
several segments of video data due to a significant increase 
in network congestion. There are also several techniques 
increasing the EDS resistance that are created on a 
sequence of single hash codes; however, they cannot 
guarantee the proper level of resistance of any fragile 
identifier. The use of noise-resistant coding leads to 
increased congestion of the broadcasting channel, which 
obviously reduces the degree of protection. The EDS 
dimensionality does not guarantee the possible 
inseparability of the security system from the video data, 
which is a prerequisite if video data is publicly broadcast 
on the Internet. 

 
Table 3. Options for broadcasting identifiers to the recipient based on 

video data segments 
 

Specifics of identifier broadcasting 

Option of 
identifier 

broadcasting 
to the 

recipient 
This option describes the general case of broadcasting 

identifiers with regard to video data protection. Its 
advantages include: 1) ease of implementation: an 

identifier, or several identifiers can be located side by side 
as 2 separate files; 

2) complete resistance to random negative impacts on the 
message, therefore, when transcoding or filtering video 

data, this will not affect the identifier or identifiers; 
3) insignificant restrictions on the identifier dimensionality. 
The disadvantages of this option of identifier broadcasting 

include several aspects. 1) A number of inconveniences 
associated with its storage and use. Thus, if any files are 

broadcast, there is a risk of losing them; in case of 
recoding, all service data will need to be stored separately. 

2) When creating it, it is necessary to use convolution 
functions. This feature is provided to prevent attackers 

using this identifier from confirming their own video data 
by simply attaching this file thereto. 3) There is absolutely 

no secrecy. However, broadcasting and checking video data 
fragments requires the use of special software that employs 
only those identified data that are currently needed and will 

broadcast them together with the video fragment, or will 
not broadcast the entire information 

Identifier 
outside the 

messages that 
are protected: 
it is broadcast 

using a 
special 

channel [28] 

This technique is based on the DWM use. This option 
implies a number of advantages and disadvantages. 

The advantages include 1) protection that is transparent for 
clients, because the usual way of using video data is not 

distorted; 2) there is no additional congestion on the 
broadcast channel, because identifiers are embedded in 

current messages; this option can be implemented without 
using convolution functions. 

However, this rather complex technique is limited by the 
amount of information that can be embedded in the 

broadcast file 

Identifier 
inside 

messages that 
are protected: 

it will be 
broadcast 

inside 
messages. To 
achieve this 

goal, the 
DWM is used 

[29] 

This option is characterized by the fact that one segment of 
the identified data can be broadcast using a reliable 

channel, while others can simply be embedded in messages 

Combined 
version of 
identifier 

broadcasting 
[30] 
 
Noteworthy, a number of effective solutions shown in 

Table 3 are based on the possibility of embedding an 
identifier along an ordered chain of the identifier DWM 
within the messages that are being protected, and they have 

demonstrated their practical effectiveness. Considering 
this, the prospect of ensuring the inseparability of the 
identifier from the video data segments that need to be 
protected opens up, and in addition, there is no need to 
additionally load broadcast channels, which increases the 
level of protection from any targeted negative impact. 

Basic techniques that ensure the translation of 
identifiers using DWM algorithms rely on procedures for 
embedding in any frame, before it is compressed, and 
procedures that embed something in a frame, but after its 
compression. Greater efficiency is achieved by using the 
first technique, which allows for creation of a protection 
system using standard compression options. This is often 
done using an ordered chain (and its derivatives), which 
enables data to be embedded applying pulse range 
extension, when the ordered chain of bits prepared for 
embedding is refined by randomly generated pulses, and 
then embedded in a whole series of frame-defining 
frequencies. The use of this solution guarantees increased 
resistance of even a relatively small information chain. In 
this case, discontinuous cosine transforms are used, since 
they are quite common in high-performance hardware 
implementations. 

It is important to note that the majority of existing 
techniques that provide the proper degree of video data 
security are aimed at solving highly specialized problems, 
usually determined by a specific study [31, 32]. But when 
considering trends in improving techniques that provide 
the necessary level of video data protection, attention 
should be paid to “soft”, that is, non-cryptographic 
techniques. 

Several methods based on “soft” assessments deserve 
attention. This category includes a number of shorthand 
methods, or those based on key features; however, they 
only consider empirical thresholds rather than offer a 
probabilistic assessment of the video data integrity. The 
use of probabilistic assessment opens up the prospect of a 
deep theoretical analysis of the probability of attacks by 
intruders, which is necessary mainly for building a 
protective system against professional attackers. 

 
3. RESEARCH METHODS AND RESULTS 

The use of a general methodology for creating a model 
that ensures the video data protection is shown in Figure 1. 
Based on the general methodology for creating the 
structure of a model that ensures the protection of video 
data, and on the results of studies performed, during which 
each component was estimated, we proposed a more 
effective model that provides the necessary level of video 
data protection and covers several components: 
1. Providing protection for senders, and including: 
- The operation of creating noise-resistant convolution 
functions (F) 
- The operation of creating an identifier (Q) 
- The operation of creating a digital watermark Wemd 
2. Basic information about generated messages vT 
3. Broadcasting channels. This is a simulation of the 
encoder (С), and a simulation of the decoder (D) of video 
data. 
4. Basic data of recipients vD 
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Protective component of recipients, including: 
• Noise-resistant convolution functions (F) 
• Identifier verification (A) 
• The operation of obtaining DWM (Wext) 
 

 
 

Figure 1. Appearance of the main components of the model that 
provides video data protection 

 
The proposed simulation is characterized by the fact 

that any segment of video data I will pass through one of 
the components of the protection system. This component 
is calculated by noise-resistant convolution functions 
based on the protected segment of video data. Next, the 
existing hash code and the basic data of the senders are 
applied. At the next stage a “semi-fragile” identifier is 
created. This identifier of the DWM creation component 
will be embedded in the segment that is under protection. 
From a mathematical viewpoint, this operation can be 
described by the relation: 

( , ( ( , ), , ), )w emd TI W I Q F I q h v w′ =  (1) 
where, 'wI  is a segment of video data on which a DWM 
record is superimposed, Wemd is a simulation of the process 
of DMW creation, Q is a model for creating an identifier 
for each single identifier, F is noise-resistant convolution 
functions, h is the working lengths of “semi-fragile” 
identifiers in individual identifiers, q is a vector of 
characteristics of noise-resistant convolution functions. 
This vector of characteristics also covers all values h, at 
the same time w is the vector of characteristics of the 
simulated DWM. In addition, this vector of characteristics 
covers all values h, and vT displays basic data of senders. 

Upon completion of the identifier embedding, the 
segment is compressed: 

( )cw wI C I′ ′=  (2) 
where, 'cwI  is a compressed video segment directed into 
the stream. After this, the protected video segment is 
transmitted to the broadcast channel. The receiving side 
performs reverse decompression: 

( )pw cwI D I′ ′=  (3) 

where, pwI ′  is a “decompressed” simulation of a video 
data decoder, marked D, which data define the protected 

video segment. Then verification of the video segment of 
the recipient’s protective component is used. Next, the 
received identifier is verified using the basic data of the 
recipient and the calculated hash code. Then comes the 
decision-making phase regarding whether the sent chain 
has passed verification, guided by the threshold rule. Here, 
the possibilities of not detecting a targeted negative effect, 
and a certain probabilistic threshold are compared. The 
current operation can be expressed by the relation:  

max( ( ( , , ), ( , ), ), )ext pw pw RU A W I w h F q I v h P′ ′ ≤  (4) 
where, U represents a combinatorial relationship for 
assessing the possibility of not detecting a targeted 
negative impact, A is a model for verifying the identifier of 
each single identifier using the received DWM identifier, 
due to the use of the delivered Wext and the basic data of 
the recipient vR. 

To create and verify the identifiers, a technique was 
used based on the scheme proposed by Johanson, which is 
adapted to protect video data. At this stage, the creation of 
a “semi-fragile” identifier begins. This version of the 
identifier is long to ensure guaranteed non-detection of 
interference relative to “fragile” identifiers, but having a 
high degree of resistance. Its structure involves a list of 
single identifiers, and the possibility of not detecting a 
“semi-fragile” identifier can be calculated by the relation: 

0 0 0( , ) ( ) / (( ) ( ))k v k v k v
v n v n v nP U k n C C C= = => = +∑ ∑ ∑  (5) 

where, n  is the total number of single identifiers, k 
represents the number of single identifiers that failed 
verification. 

To create and verify one “fragile” identifier, the 
following relations can be applied [33]: 

3 1 1 2T i R i T i R iv v v v= ⊗ ×  (6) 

4 3 2 2T i R i T i R iv v v v= ⊗ ×  (7) 
where, 1 2 3 4( , , , )Ti T i T i T i T iv v v v v=  are the basic data bits 
for creating i-th single “fragile” identifiers; 

1 2 3( , , )Ri R i R i R iv v v v=  represent bits of the recipient’s 
basic data for verifying the i-th “fragile” identifiers. In 
total, considering the combinations of basic data of senders 
and recipients, it is possible to create 16 lists for which the 
given ratios will be correct. Therefore, this formula of lists 
of basic data bits does not allow recipients to realize the 
optimal identifier, and senders not to receive the created 
identifier; therefore, this technique is able to provide a 
protection system against all types of adverse impacts. 

By conducting several transformations and taking xi, i 
is bit of noise-resistant hash code created by the 
convolution functions, two-bit i−e identifiers can be 
expressed as [30]: 

1 2T TV X Vα = ⊗ ×  (8) 

3 4T TV X Vβ = ⊗ ×  (9) 
Each video data segment will be created by single h 

“fragile” identifiers. 
For verification purposes, the recipient of the received 

i–x “fragile” identifiers will perform the following 
transformation [30]: 

1 2 3R R RV V X Vβ α ′= ⊗ × = ⊗ ×  (10) 

Integrity Protection Model 

Control of the integrity of individual pieces of information 

Authenticator formatting based on information received from 
the integrity control component, as well as key information 

Transfer of the generated authenticator to recipients 

Authenticator verification using key information 
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It is that Integrity is obviously preserved, and the 
probability of this is determined by 0.5 when β β= . 
Using the combinatorial Equation (10) to verify the “semi-
fragile” identifier, and relying on this technique, we obtain 
an estimation of the non-detection of negative impacts 
generalized for a segment of video data. 

It turns out that by using noise-resistant convolution 
functions, and the technique of creating “semi-fragile” 
identifiers and considering the scheme proposed by 
Johanson, it is possible to create an identifier for each 
video data segment. A segment will be considered verified 
when the possibility of undetectability is below a certain 
threshold value Pmax. 

A visual representation of the proposed model is shown 
in Figure 2. 

 

 
 

Figure 2. External view of a simulation providing video data protection. 
 
The advantages of the proposed model are flexibility, 

easy adaptation of components to solve the specific task of 
protecting the integrity of video information, ease of use 
and small size of the video information protection unit. 
Unlike existing ones, the proposed model combines “semi-
fragile” identifiers, and a number of the identified data 
insuperabilities from the protected information chain 
through the use of DWM algorithms. 

 
4. DISCUSSION 

Summarizing the research results, it is worth 
mentioning that we proposed a novel model that ensures 
the video data protection. In this work, identifier inside 
messages was used, with the built-in DWM. The 
advantages of this structure are: 
1. The presence of protection is “transparent” to the user, 
that is, the usual way of using video information is not 
disrupted. 
2. Since authenticators are built directly into the message, 
there is no additional load on the transmission channel. 
3. If the frame is significantly distorted or replaced, 
distortions can be detected without resorting to the use of 
a hash function. 

But the use of this structure has some limitations: 
1. Strict restrictions on the permissible amount of 
embedded information. 
2. Difficult to embed. 
3. Some bits may be destroyed due to compression that is 
lossy beyond acceptable limits. 

Differing from existing methods, where authentication 
for protection is built on the EDS basis [27], the 
capabilities of the proposed model make it possible to 
successfully combine a number of DWM technologies, 
noise-resistant hashing of video data and techniques for 
creating Johanson’s scheme-based “semi-fragile” 
identifiers. This solution provides the possibility to create 
full-fledged video data protection, characterized by high 
resistance, even when the main indicators of video data 
change, and to ensure protection from various threats. 

Figure 3 shows, that the proposed protection model has 
much greater stability according to the given criterion. 

 

 
 

Figure 3. Results of a study assessing the likelihood of identifying a 
negative impact 

 
5. CONCLUSION 

Video data are characterized by high redundancy, and 
easy change of real display. The use of all available 
techniques that provide complete protection of information 
data from a possible attack often does not guarantee the 
degree of flexibility required by users, and high security 
from possible attacks by intruders. The result of this 
research is the development of a new solution to a number 
of complex scientific and technical tasks aimed at 
increasing the stability of the system that protects video 
data by developing a novel model of video information 
integrity. 

The research results include: 
1. Analysis of threats from video information attackers. To 
confirm the adequacy of the threat model, some of the 
existing forensic integrity verification methods were 
reviewed. 
2. An analysis of the EDS noise immunity revealed that 
this class of protection is not applicable for use in 
steganographic systems. 
3. The study of the main existing approaches to protecting 
video information from integrity threats identified the 
main directions and trends. 
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4. The study of the existing DWM algorithms for video 
information enabled to select one of the possible 
algorithms for embedding DWM into video information. 
5. A model for protecting the video information integrity 
using steganography was proposed. This model is modular 
in nature and can be configured depending on the specific 
task and real constraints and requirements. 

The model has the following advantages compared to 
analogues: 
1. Independence to the codec used, since protection is 
installed on video fragments before compression, and the 
embedding algorithm can be selected depending on the 
codec. 
2. Resistance to re-coding both into the same format and 
into another. 
3. The key information of security formation and 
verification are different, which broadens the scope of 
application. 
4. Using a Johanson’s scheme-based method to generate 
an authenticator made it possible to increase noise 
immunity to equally probable errors by almost two orders 
of magnitude. 
5. Since steganography technologies were used, the 
problem of additional load on the communication channel 
was solved. 

The practical use of the proposed model opens up the 
prospect of increasing the protection resistance against 
random targeted and negative impacts. As a 
recommendation, we propose using the developed model 
to generate key information for senders and recipients of 
video information. 
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